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Abstract: As a typical distributed internet of things (IoT) system, intelligent railway equipment
possesses a large amount of requirements and scenarios of data interaction and sharing. And the
important security basis is the digital identity label of the equipment and the generated data/signals
in the system. Hence, a railway decentralized identifier (RDID) is designed using the decentralized
digital identity technology based on blockchain, combined with Beidou position-time information,
including its service architecture, generation process, flow process and verification process. The
implementation of application model and efficiency analysis are also carried out. The service can ef-
fectively improve the security of equipment and the generated data, and ensure the global unique-
ness of identity and traceability authentication, so as to improve the integrity and reliability of data

in the communication process of the intelligent equipment system.
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