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Abstract: Aiming at the active detection of spoofing in railway train positioning based on global

navigation satellite system (GNSS), a spoofing detection method for satellite-based train positio-
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ning based on variational Bayesian Gaussian mixture model-deep convolutional neural network
(VBGMM-DCNN) is proposed by taking the advantages of deep learning (DL) at the GNSS navi-
gation calculation stage. Firstly, feature parameters of satellite observation that can fully
represent the spoofing effect on the positioning calculation process are extracted to construct the
feature vector. Then, the VBGMM model is used to fit the probability distribution of the prepro-
cessed feature vector and the two-dimensional probability density map is obtained. Finally, the
probability density map is used in DCNN model for identifying the spoofing detection decision re-
sult. With the operation scene data obtained from the field experiment, the spoofing injection test
and verification are carried out with a specific spoofing test environment built in the laboratory.
The results illustrate that the enhanced spoofing detection performance could be achieved with an
increasing DCNN network depth. The value of F1 increases by 44. 68 % compared with the con-
ventional supervised decision method. The spoofing detection based on VBGMM-DCNN can adapt
to the train operation characteristics and positioning observation conditions used in the test verifi-
cation, and the detection performance is better than the comparison algorithm.

Key words: Global navigation satellite system (GNSS); Train positioning; Spoofing detection;

Variational Bayesian Gaussian mixture model ( VBGMM); Deep convolutional neural network
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Fig. 1 Schematic diagram of influence of satellite-based train positioning under spoofing attack

TR E AL A S N TR B R AL R
Uiy P 2 5 ) [, 45 31 2% ] A0 1 D BE L 22 35 8 0
SN & L A5G TR R D/ D5 A i IR A A T
EIEIEDATHS Y S (€ L RS RENS EREP (Y s POR T
AR AL IR S 71 22 305 B0y A0 3 Al %, 3T O i A o e ¢
FEAE IR O B i i g 2 55 00000 4% 6L P AR 3
— B 22T LU PR B O BE 3R 0k A A7 Sk
20 S A TR B 0 5 AR R
o =p™ +0p% =ri +c X (3" —
) +T+T+e, +5% (D
p> =p™ A+ 0p =ri 4 e X (Bt —d*) +
T4+T+e, + 5% (2)
AP =A¢™ + 234> =75 4 ¢ X (3" —
0t ) —I1+T+2AN, +e, +234> (3

o, o, 0% F ¢ 433 S 76 R 9 T o T H2 UK
BLIN & 0 T O B P B R (il 22 38 8 4 8% 1 53 15
D MEBARNL s A HAFE T PAS 0™ 0™ F g™ 435
S TLRE LS PR BE L O R R R BRI AH 057 500 L 8p >
8¢ Ry IR it T | Ak 1 PR Al 2% | O BE R O 25 0 4K
WA R 22 5y S TR 5 452 b 22 8] Y JLART R 5
i RN SR s ¢ A s e L &t 43l A B WML B 22
FVEPIEE o0 AN ot A il oA PRSP 22 MR E T M T 43
S0 Ay L R AR R SR ) SR R R 25T AN T
SRy Xof o7 1) SEE P AR A 8 HAE — AR /N s N, Ay 3 S A
WIEE se, 0e, Flle, AR BB HEMEFS . 6T /0 4
WU R WL J7 R HH e/ — 3 R0 6 20 () A
K2 By 7 B AT Ak T 5

AX® =(H"H) "H" (Z" +3Z%)



5 4

T VBGMM-DCNN [ 51 2 T 5 78 Aor 3500 T P ks I 5 9 61

=(H'H) 'H'Z"™ +(H"H) 'H"3Z>
=AXM 45X 4
Horpr, AXC R R0 e TR S A B TR) ) B Y 8
= YR R WL B 2% L FE R B i AR
LA R AR B K HAXN S EFIRES K &
X AR IR Bt TR R i AR S H Oy
LI RE B, Z N SR 1% 0E JE 0 O R R PR BB 5 2 R R
W5 3Z% R dp™ H1 8p™ 2 ALY I 22 5 i . J O
Tt Xof et 000 5 | A2 1% 225 K 38 3k X () 52 el e 8 1)
(DAL AT

2 FEDEEMEKTMENST R

75 R E IR - P AGE I AT LA Ry — b g R g gy
e a) i , ELHE T IR 7 2] 75 10 il ke — 73 S 1) BB A

FEPL A A SCHRE T — T 2 7 A8 43 DU H7 i 307 VR A5 A
T — TR i o B 22 W) 2% (VBGMM-DCNND 4 31 75 10
S S B T A I Oy 58, SR HEZR An ] 2
AT DA B, 120HE 48 53 SRy B 4 8 5 RN 7 2 A i 7 1>
Oy EEANER Y FAL G T VBGMM (1) T2 F# 1 3 8
LG FET DONN [ P EAE 5 R A 1 .
TEB LA RED) Gas 1T B PR LB r A7 vl WL T2
R LT K5 30 L 3 57 8 A T3 S VG T P R B T P 2K
Tt o 300 5 %o Al ) T A 43 BT A S T R T A
B 3 o A SRR I AL 0l LA P B 5 7EAE
LRRGIN v, A7 2 TR 7 % i 2R AT L TR O
It o SRR 5 v] D R L R A Ik A
B XL R A A 2292 TR N A B 2RI 5 BT A5 K
B ARG DU AR Y, ) o S 15 52 B i

s .

LR

S T K e VBGMMILZ e DCNNAEALI 4

% FAH ) | PONRRRE
- HH I — e—

ﬁTE N0 E);,:l CMM*%FUiii&’{%MF?ﬁ'
& o Bl a3, peypint)

S5 S A5y el ) 3
+ |gAn i Y - ~
i JHAF 5l HRRR R ) .
% |HRE . ' - UL . A
x—[Ap:;_“ﬂ At L e g

Y AEArigist T R e s VBGMMEL A

[ Onssifuhin U—{%ﬁiﬁﬁﬁ@%&ﬂ%lﬂ
|

T v
v Y <ﬁ§;¥' 1
| Tk fifb s 1 R

TELA

B 2 ETF VBGMM-DCNN {51 % T 2 F (i £ IR F il 77 RIER
Fig. 2 Spoofing detection scheme framework for satellite-based train positioning based on VBGMM-DCNN
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Fig. 5 Trajectory of the satellites that can be

continuously tracked during the test process
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