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Abstract: The GNSS spoofing detection algorithm based on signal quality monitoring(SQM) has
the advantages of low computational complexity and excellent real-time performance, but its uni-
versality for complex spoofing scenarios is not ideal. Since the spoofing detection algorithm based
on power combined with SQM (PCS) shows suboptimal detection effectiveness in carrier synchro-
nization spoofing scenarios, a spoofing detection algorithm based on the absolute early and late
outputs of the in-phase branch of the tracking loop combined with PCS (AELCP) is proposed.
Based on the influence characteristics of the spoofing signal on the correlation peaks of the receiver

tracking loop, the absolute values of the early and late outputs of the in-phase branch are weighted
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and multiplied by the PCS to form the AELCP detection metric. Based on the skewness and kurto-
sis indexes, the probability distribution characteristics of the AELCP detection metric are
examined to provide a theoretical basis for selecting the detection threshold and evaluating the de-
tection probability. A moving average method is also applied to AELCP so that the AELCP-MA
detection metric can be formed to reduce the noise effect. Using data from multiple scenarios such
as DS3, DS4, DS5, and DS7 in the Texas spoofing test battery (TEXBAT) at the University of
Texas, the performance such as detection probability of different algorithms are compared and ana-
lyzed. The results show that the AELCP-MA algorithm can be applied to multiple spoofing sce-
narios and has higher detection probability and robustness in various spoofing scenarios compared
to the SQM algorithms such as PCS-MA, ELP-MA, and Delta-MA.

Key words: Global navigation satellite system (GNSS); Spoofing detection; Skewness; Kurtosis;

Moving average; Detection probability; Robustness
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